Privacy Statement for the Oxleas Allied Health Professionals (AHP) Preceptorship Programme

(Programme)

14 March 2022
Key Points
Why we use your personal data: We typically use your personal information to keep an accurate
record of who is registered on the Programme.
Why we use your special categories of personal data: We may use information regarding your
race/ethnic origin to monitor the diversity of participants in the Programme. We may also use
information regarding any health condition you have where this is required to address your specific

learning needs.

Who else has access to your personal information? Your information will not be shared with
any third parties other than the NHS Trust or organisation that employs you.

Security of your personal data: We respect the security of your data and treat it in accordance
with the law.

Transferring your data internationally: We will not transfer your data outside of the UK.
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WHAT IS THE PURPOSE OF THIS PRIVACY STATEMENT?

Under data protection legislation we are required to explain to you why we collect information about
you, how we intend to use that information and whether we will share your information with anyone
else.

This statement applies to all participants in the Programme including registered or newly qualified
practitioners (Preceptees) of the Programme, experienced practitioners (Preceptors) of the
Programme and senior clinicians (Grandparents) of the Programme.

It is important that you read this statement so that you know how and why we use information about
you. It is also important that you inform us of any changes to your personal information we hold about
you (such as your contact details) so that the information which we hold is accurate and current.

WHO ARE WE?

We are Oxleas NHS Foundation Trust (Oxleas). Our head office is located at Pinewood House,
Pinewood Place, Dartford, Kent DA2 7WG.

Oxleas is a "data controller" in respect of the information we hold about you. This means that we are
responsible for deciding how we use your personal information.

OUR DATA PROTECTION OFFICER

Our Data Protection Officer is responsible for overseeing what we do with your information and
monitoring our compliance with data protection laws.

If you have any concerns or questions about our use of your personal information, you can contact
our Data Protection Officer, by phone on 01322 299872, or by email at oxI-tr.dpo@nhs.net or by writing
to The Data Protection Officer, Oxleas NHS Foundation Trust, Bracken House, Bracton Lane, Leyton
Cross Road, Dartford, DA2 7AF.



4 TYPES OF PERSONAL INFORMATION WE USE

4.1 We may collect the following information about you:

41.1 personal details (such as name, date of birth and gender)
41.2 contact details (such as your address, work telephone number and work email address).
4.1.3 professional details (such as your professional group, the name of the Trust that employs

you, your job title and your banding)

41.4 incoming and outgoing telephone conversations may be recorded for monitoring
purposes;
415 recordings of the Preceptorship meetings may be made to allow Preceptees who have

missed meetings to watch the meetings at a later date;

4.1.6 evidence for your portfolio to demonstrate key competencies (such as your CV,
feedback, observations from clinical practice, recordings/screenshots of
meetings/presentations and  screenshots of clinical notes (all patient identifiable
information within these will be anonymous).)

Special categories of personal data

4.2 Some of the information which we collect about you may be “special categories of personal data”.
Special categories of data require a greater level of protection. The only special categories of personal
data we knowingly collect about you is information relating to your race and ethnicity and information
relating to any special learning needs which you may have where these needs relate to your health.

4.3 We will not knowingly collect any other special categories of personal data about you through your
participation in the Programme. However, we may hold information relating to your health, sex life
and sexual orientation, political opinions, etc through another relationship you have with Oxleas,
for example, as a service user or employee.

5 SOURCE OF YOUR PERSONAL INFORMATION

5.1 The information above will have been provided by you when you or your NHS Trust registered your
interest in the Programme on the ‘Contact/Register’ form on our website.

6 HOW AND WHY WE USE YOUR PERSONAL INFORMATION

6.1 We use the types of personal information listed above for a number of purposes, each of which has a
"lawful basis". In accordance with the data protection laws, we need a "lawful basis" for collecting and
using information about you. There are a variety of different lawful bases for using personal information
which are set out in the data protection laws.

6.2 We have set out below the different purposes for which we collect and use your personal information,
along with the lawful bases we rely on to do so.

Why we use your information Our lawful basis for using your information

Eligibility: To ensure you are eligible for the | Contractual necessity: Itis necessary for us to take
Programme. this step prior to entering into an agreement with you
in relation to the Programme.
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Delivery of the Programme: To support you in
becoming a confident and competent clinician by
assisting you with building a portfolio to evidence key
competencies and helping you successfully
complete your preceptorship through the delivery of
preceptorship meetings and training and the
provision of support groups for networking and
sharing experiences and ideas.

Contractual necessity: It is necessary for the
performance of our agreement with you in relation to
the Programme.

Consent: You have given your explicit consent to
the processing of health data to address any learning
needs which you have when delivering the
Programme.*

Contact with you: To invite you to events and
meetings, to provide you with news and updates
about us, to provide you with Programme
information, and to send you other information which
may be of interest to you (depending on your
preferences).

Contractual necessity: It is necessary for the
performance of our agreement with you in relation to
the Programme.

Legitimate interests: It is necessary for our
legitimate interests (where they are not overridden
by your rights).

Diversity monitoring: Your gender and race/ethnic
origin are used to help us monitor the diversity
participants in the Programme.

Legal obligations: It is necessary to meet legal /
regulatory obligations.

Public interest: It is necessary for reasons of
substantial public interest on the basis of law.*

Telephone calls: We may record incoming and
outgoing telephone calls for monitoring purposes

Legitimate interests: It is necessary for our
legitimate interests (where they are not overridden
by your rights).

* This is an additional lawful basis which we need to rely on in order to use special categories of data such
as information about your race and ethnicity or your health

WHAT MAY HAPPEN IF YOU DO NOT PROVIDE YOUR PERSONAL INFORMATION?

7.1
Programme.

If you refuse to provide certain information when requested you may not be able to participate in the

COMPLYING WITH DATA PROTECTION LAW

8.1

We will comply with data protection law. At the heart of data protection laws are the "data protection

principles" which say that the personal information we hold about you must be:

collected only for valid purposes that we have clearly explained to you and not used in any

relevant to the purposes we have told you about and limited only to those purposes;

kept only as long as necessary for the purposes we have told you about; and

8.1.1 used lawfully, fairly and in a transparent way;
8.1.2

way that is incompatible with those purposes;
8.1.3
8.1.4 accurate and kept up to date;
8.1.5
8.1.6 kept securely.

SHARING YOUR INFORMATION

9.1 We will not share your personal information with third parties other than the NHS Trust or organisation

which employs you. Any information that we do share will always be shared on an anonymised basis.
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TRANSFERRING INFORMATION OUTSIDE THE UK.
We will not transfer your data outside of the UK.
CAN WE USE YOUR INFORMATION FOR ANY OTHER PURPOSE?

We typically will only use your personal information for the purposes for which we collect it. It is
possible that we will use your information for other purposes as long as those other purposes are
compatible with those set out in this policy. If we intend to do so, we will provide you with information
relating to that other purpose before using it for the new purpose.

We may also use your personal information for other purposes where such use is required or permitted
by law.

STORING YOUR INFORMATION AND DELETING IT

We will store your personal data for as long as you are participating in the Programme and for the six
months following your completion of the Programme. We will delete your personal data six months
after you have completed your period of preceptorship or when you cease to be a Preceptor or
Grandparent. This does not apply to any personal information we hold about you for any other
relationship we have with you (such as your care provider or employer).

SECURITY OF YOUR INFORMATION

The information that you provide will be stored securely on our systems. Our security measures and
procedures reflect the seriousness with which we approach security and the value we attach to your
information. We have put in place appropriate security measures to prevent your personal data from
being accidentally lost, used or accessed in an unauthorised way, altered or disclosed.

We have put in place procedures to deal with any suspected personal data breach and will notify you
and any applicable regulator of a breach where we are legally required to do so.

YOUR RIGHTS
Under certain circumstances, by law you have the right to:

141.1 Request access to your personal information (commonly known as a “data subject access
request”). This enables you to receive a copy of the personal information we hold about
you and to check that we are lawfully processing it.

14.1.2 Request correction of the personal information that we hold about you. This enables you
to have any incomplete or inaccurate information we hold about you corrected.

14.1.3 Request erasure of your personal information in certain circumstances. This enables you
to ask us to delete or remove personal information where there is no good reason for us
continuing to process it. You also have the right to ask us to delete or remove your personal
information where you have exercised your right to object to processing (see below).

14.1.4 Object to processing of your personal information if we are relying on a legitimate interest
(or those of a third party) or official authority as our lawful basis for processing and there is
something about your particular situation which leads you to object to processing on this
ground. You also have the right to object if we are processing your personal information for
direct marketing purposes.

14.1.5 Request the restriction of processing of your personal information. This enables you to
ask us to suspend the processing of personal information about you, for example if you
want us to establish its accuracy or the reason for processing it.
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14.1.6 Request the transfer of your personal information to another party in certain
circumstances. This right is only available where we are processing your information with
your consent and the processing is automated.

If you want to review, verify, correct or request erasure of your personal information, object to the
processing of your personal information, or request that we transfer a copy of your personal
information to another party, please contact our Data Protection Officer in writing either by email: —
oxI-tr.dpo@nhs.net, or by letter addressed to the Data Protection Officer, ICT Department, Oxleas
NHS Foundation Trust, Bracken House, Bracton Lane, Dartford, Kent, DA2 7AF

RIGHT TO WITHDRAW CONSENT

In the limited circumstances where we are relying on your consent as our lawful basis to process your
data for a specific purpose, you have the right to withdraw your consent for that specific processing at
any time. To withdraw your consent, please contact our Data Protection Officer in writing either by
email: — oxl-tr.dpo@nhs.net or by letter addressed to the Data Protection Officer, ICT Department,
Oxleas NHS Foundation Trust, Bracken House, Bracton Lane, Dartford, Kent, DA2 7AF.

AUTOMATED DECISION MAKING

You will not be subject to decisions that will have a significant impact on you based solely on
automated decision-making.

RIGHT TO COMPLAIN TO THE ICO
You have the right to complain to the Information Commissioner's Office (the "ICO") if you are not
satisfied with the way we use your information. You can contact the ICO by writing to Information

Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF.

UPDATING YOUR INFORMATION OR DISCONTINUING YOUR PARTICIPATION IN THE
PROGRAMME

If you wish to update your personal information or if you wish to discontinue your participation in the
Programme you can contact OxI-tr.ahp.preceptorship@nhs.net

CHANGES TO THIS PRIVACY STATEMENT

We reserve the right to update this privacy statement at any time, and we will provide you with a new
privacy statement when we make any substantial updates. We may also notify you in other ways from
time to time about the processing of your personal information.
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